7/28/23, 7:58 AM Strategies to Mitigate Cyber Security Incidents | Cyber.gov.au

* Australian Government C Australian
L Cyber Security
7 Australian Signals Directorate \ \.) Centre

Pumiling Wika Vv

— Menu Search

< Previous level

. N o 4« " 4 N vy » = v . > < <q
v e v v C A 4 ) ] Y m n » “ v ] .
v A » - v v « v [ ] « ) « < > < .
« « « e v e A 4 VYV 4 4« vV A B 4«
I - < < Rl [ | » A v L] > e

Strategies to Mitigate Cyber Security
Incidents

Content written for
ﬁ Small & medium business

9EI Large organisations & infrastructure

. Government

YO® &

Report a cybercrime, cyber security incident or vulnerability.

Report

= Back to top

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents 1/4


https://www.cyber.gov.au/resources-business-and-government
https://twitter.com/intent/tweet?text=Want%20to%20be%20more%20secure%20online%20but%20don%27t%20know%20how%3F&url=https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents
https://www.facebook.com/sharer/sharer.php?u=https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents
mailto:?body=https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents&subject=Strategies%20to%20Mitigate%20Cyber%20Security%20Incidents.%20Learn%20how%20to%20protect%20yourself%20online.
https://www.cyber.gov.au/
https://www.cyber.gov.au/report-and-recover/report

7/28/23, 7:58 AM Strategies to Mitigate Cyber Security Incidents | Cyber.gov.au
experience in responding to cyber security incidents, performing
vulnerability assessments and penetration testing Commonwealth
enftities.

Strategies to Mitigate Cyber Security Incidents

The Australian Cyber Security Centre (ACSC) has developed prioritised mitigation strategies
to help cyber security professionals in all organisations mitigate cyber security incidents
caused by various cyber threats. This guidance addresses targeted cyber intrusions (i.e. those
executed by advanced persistent threats such as foreign intelligence services), ransomware
and external adversaries with destructive intent, malicious insiders, ‘business email

compromise’, and industrial control systems.
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Strategies to Mitigate Cyber Security Incidents -
Mitigation Details

The Australian Cyber Security Centre (ACSC) has developed prioritised mitigation strategies
to help cyber security professionals in all organisations mitigate cyber security incidents
caused by various cyber threats. This guidance addresses targeted cyber intrusions (i.e. those
executed by advanced persistent threats such as foreign intelligence services), ransomware
and external adversaries with destructive intent, malicious insiders, ‘business email

compromise’, and industrial control systems.
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Report a cyber security incident for critical infrastructure

Get alerts on new threats
Alert Service

Become an

ACSC Partner

Report a cybercrime or cyber security incident
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Acknowledgement of Country

We acknowledge the Traditional Owners and Custodians of Country throughout Australia and their continuing connections fo
land, sea and communities. We pay our respects fo them, their cultures and their Elders; past, present and emerging. We also

recognise Australia’s First Peoples' enduring contribution to Australia’s national security.

Report a cybercrime, cyber security incident or vulnerability.
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Contact us Social media terms of use
Careers

Australian Cyber Security Hotline
1300 CYBERI (130029237)

Authorised by the Australian Government, Canberra .
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