7/28/23, 7:59 AM Essential Eight Explained | Cyber.gov.au

Report a cybercrime, cyber security incident or vulnerability.

Report

Menu Search

< Previous level

* + e <« m <« H > « YV > " " " > 4«4 4
Y e Y Y @ o =m .ll><v..
VA><VV<V.<O<<><.

< 4 e Y e 4 4 Y 4 <« Y 2 m 4
4 4 4 4 4 ®H p A Y =1 > 9

Essential Eight Explained

Content complexity

Moderate

Content written for
ﬁ Small & medium business

@_EI Large organisations & infrastructure

. Government

Attachments

PROTECT - Essential Eight Explained (May 2023)
867KB .pdf

7 ® &

Back to top

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-explained 1/4


https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/sites/default/files/2023-05/PROTECT%20-%20Essential%20Eight%20Explained%20%28May%202023%29.pdf
https://twitter.com/intent/tweet?text=Want%20to%20be%20more%20secure%20online%20but%20don%27t%20know%20how%3F&url=https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-explained
https://www.facebook.com/sharer/sharer.php?u=https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-explained
mailto:?body=https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-explained&subject=Essential%20Eight%20Explained.%20Learn%20how%20to%20protect%20yourself%20online.
https://www.cyber.gov.au/
https://www.cyber.gov.au/report-and-recover/report

7/28/23, 7:59 AM Essential Eight Explained | Cyber.gov.au

The Australian Cyber Security Centre (ACSC) has developed prioritised mitigation strategies, in the

form of the Strategies to Mitigate Cyber Security Incidents, 1o help organisations protect themselves

against various cyber threats. The most effective of these mitigation strategies are the Essential
Eight.

The Essential Eight has been designed to protect Microsoft Windows-based internet-connected
networks. While the principles behind the Essential Eight may be applied to cloud services and
enterprise mobility, or other operating systems, it was not primarily designed for such purposes and
alternative mitigation strategies may be more appropriate to mitigate unique cyber threats to these

environments.

The Essential Eight

The mitigation strategies that constitute the Essential Eight are:

e application control

e patch applications

e configure Microsoft Office macro settings
e user application hardening

e restrict administrative privileges

e patch operating systems

e multi-factor authentication

e regular backups.

Implementing the Essential Eight

The Essential Eight Maturity Model articulates requirements for the implementation of the Essential
Eight.
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Assessments against the Essential Eight should be conducted using the Essential Eight Assessment

Process Guide.

Further information

Further information on the Essential Eight Maturity Model and its implementation is available in the
Essential Eight Maturity Model FAQ publication.

Contact details

If you have any questions regarding this guidance you can write 1o us or call us on 1300 CYBERI (1300
292 371).

Was this information helpful?
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