Explanatory Information:
Supporting Documents:
The Cyber Security Policies are supported by various documents, including the AFS Licensee Guidelines (if applicable), the Information Security Manual (ISM) for pre-incident planning, the IT Checklist, the Cyber Incident Response Plan (CIRP) for incident management, the Regular Cyber Audit, and the Regular Team Training and Testing Compliance Report.
Cyber Security Policies:
This section highlights the commitment to the adherence to regulatory guidance from bodies such as ASIC, ACSC, OAIC, and other relevant regulatory bodies in Australia. The governance approach emphasizes the leadership team's commitment to protecting clients from cyber threats, maintaining cyber fluency among directors, and allocating resources for cyber resilience and incident management.
Plans and Frameworks:
This document outlines your businesses commitment to adopt the NIST (National Institute of Standards and Technology) Cyber Security Framework for identifying, protecting, detecting, responding to, and recovering from cyber incidents. 
The "Before an Incident Plan" outlines preparations for cyber incidents, including risk identification and mitigation. 
The "During and After an Incident Plan" focuses on detecting, responding to, and recovering from cyber incidents. Both plans are reviewed regularly and compliance is documented.
Team Training, Testing, and Reporting:
This section emphasises ongoing awareness training, vulnerability testing, and reporting to foster a culture of cyber security. Compliance with these activities is regularly monitored and documented.
Overall, the Cyber Security Policies document provides a comprehensive framework for managing cyber security risks and incidents, aligned with regulatory guidance and best practices.
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Supporting Documents:
1. AFS Licensee Guidelines (If Applicable)
2. [Business Name] ISM (Information Security Manual) – Before an incident plan
3. [Business Name] IT Checklist
4. [Business Name] CIRP (Cyber Incident Response Plan) – During and after an incident plan
5. [Business Name] Regular Cyber Audit
6. [Business Name] Regular Team Training and Testing Compliance Report




Cyber Security Policy
Regulatory Guidance
[Business Name] will adhere to the regulatory guidance and best practice issued by the governing regulatory bodies such as:
· ASIC (Australian Securities and Investment Commission) Cyber resilience good practices
· ACSC (Australian Cyber Security Centre) - Guidance for Essential Cyber Security Strategies
· OAIC (Office of the Australian Information Commission) Guidance to protect client privacy under The Privacy Act 1988
· Any other regulatory body offering guidance to financial professionals in Australia
· Follow FSF Licensee standards and guidelines (if applicable)
Governance
The leadership team of [Business Name], directors and managers will provide an engaged operational culture of protecting clients from cyber threats.
The directors will maintain a level of cyber fluency to demonstrate an understanding of what is in place and why.
The leadership team will provide recourses, and time required towards the policies, plans, procedures, strategies, standards, guidelines, frameworks, systems, and controls to manage cyber resilience.
The leadership team will provide resources and time required towards protecting clients and team members during and after a cyber incident.  
Other policies regarding the directors or management... (Optional)


Plans and Frameworks
[bookmark: _Int_C0svpGmN][Business Name] will use the NIST (National Institute of Standards and Technology) Cyber Security Framework to identify, protect, detect, respond, and recover to cyber incidents.
Before an Incident Plan
[Business Name] will maintain and follow a structured plan in preparation for a possible cyber incident that covers:
· Identifying risks to clients, the business, and other stakeholders. 
· Maintaining Protections to mitigate against these risks
This plan will be known as: 
·  [Business Name] Cyber Plan Information Security Manual (ISM)
This Plan will be reviewed regularly (minimum yearly) as guidance changes and after a cyber incidence response. 
The business will maintain regular evidence (minimum yearly) of the compliance to this plan.

During and After an Incident Plan
[Business Name] will maintain, and follow a structured plan to detect, respond and recover from a possible cyber incident:
This plan will be known as:
· [Business Name] Cyber Incident Response Plan (CIRP)
This Plan will be reviewed regularly (minimum yearly) and as guidance changes and after a cyber incidence response.
The business will maintain regular evidence (minimum yearly) of the compliance to this plan.



Team Training, Testing and Reporting 
[Business Name] will provide ongoing awareness training, vulnerability testing and reporting to maintain an engaged culture of protecting clients, the business and other stakeholders. 
The business will maintain regular evidence (minimum quarterly) of compliance to this training.
