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IFP Third Party Risk Assessment

Provider Name:				Xeppo
Assessment completed by:		Rohan Berry
Date completed:			27/06/2024

	QUESTION
	RESPONSE

	1
	What security standards do you adhere to? 
	CIS Azure Foundations
ISO 27001

	2
	Have you reached at least maturity level one for all of the Essential Eight cyber security strategies?
	Yes.

	3
	Back-ups - Do you do them, encrypt them, how frequently, how often do you test these back-ups, and when was your last test? 
	Backups can be restored to an earlier point in time within the last 14 days. Additionally, full weekly backups are retained for up to 6 weeks. All backups are encrypted and undergo monthly testing. The most recent test occurred on 04/06/2024.

	4
	Do you enforce MFA for all team members when logging onto your systems that contain our data? 
	Yes, MFA is enforced for all team members. MFA is also mandatory for all Xeppo users.

	5
	How is our data retained? 
	Your data is stored in a separate database, ensuring robust isolation.

	 
	For how long?
	As long as our professional collaboration continues.

	 
	When is it deleted?
	Upon receiving a request for termination (90-day notice period).

	 
	What happens after we finish our working relationship?
	Data is promptly removed from the production environment, and from backups within the next 6 weeks.

	 
	How will we access our data after our working relationship?
	Data can be exported in CSV format before your Xeppo instance is decommissioned. Data can also be retrieved via Xeppo's APIs. 

	6
	How will we know if you have suffered a cyber breach? 
	 

	 
	Will you notify us?
	Yes, as per our Incident Response Policy.

	 
	Will you notify our clients?
	No, not without prior consultation and agreement.

	7
	Do you have cyber insurance?
	Yes. Up to $10m in cover

	 
	Does your insurance cover third parties like us if you have a cyber incident?
	Yes. Up to $2m in cover.

	8
	Do you have a specific cyber incident response hotline or contact information if we need to report something to you? 
	All requests should be managed through support@xeppo.com.au and will be escalated as required.
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