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IFP Third Party Risk Assessment

Provider Name:				IRESS Xplan through Insignia Alliances
Assessment completed by:		Compiled by Andy Marshall
Date completed:			27/06/2024

	QUESTION
	RESPONSE

	1
	What security standards do you adhere to? 
	APRA CPS 234 Standard  / ISO27001 
IOOF conducts regular assessments against relevant cyber security standards (e.g. NIST, ASIC 429, ISO27001 etc.)
 

	2
	Have you reached at least maturity level one for all of the Essential Eight cyber security strategies?
	Yes

	3
	Back-ups - Do you do them, encrypt them, how frequently, how often do you test these back-ups, and when was your last test? 
	Six monthly penetration test of all web facing applications 
 
Daily backup –Disk to Disk to Tape
Backups monitored/managed 24 X 7 by independent third party 
 

	4
	Do you enforce MFA for all team members when logging onto your systems that contain our data? 
	 
MFA for remote access.  Teams subject to regular privacy and data protection training and policies.
 

	5
	How is our data retained? 
	As per Client Due Diligence Information Pack -  7.6 Data Retention 

	 
	For how long?
	

	 
	When is it deleted?
	

	 
	What happens after we finish our working relationship?
	

	 
	How will we access our data after our working relationship?
	

	6
	How will we know if you have suffered a cyber breach? 
	 
Cyber incident management policy and procedures
Internal CERT -Rapid Response group–to respond to incidents (group consists of executives, security experts, IT ops, IT SMEs)
Notification to users
 

	 
	Will you notify us?
	Yes

	 
	Will you notify our clients?
	No – would assist you with relevant communications

	7
	Do you have cyber insurance?
	IOOF has cyber insurance cover
 

	 
	Does your insurance cover third parties like us if you have a cyber incident?
	Covers our liability and responsibilities which may extend to users of our central systems – depending on the nature of the incident

	8
	Do you have a specific cyber incident response hotline or contact information if we need to report something to you? 
	For incidents relating to the Alliances Xplan site – first port of call would be the Advice Tech Team.
Email: advicetechsupport@insigniafinancial.com.au
Phone: 134 360.
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