Explanatory Notes:
Why Assess Risks Associated with Third-Party Software Providers?
It's crucial to assess the risks associated with third-party software providers to ensure the security of the data you store on their platforms. Just as you're obligated to protect your clients' data with security measures, you're also responsible for the data stored with third-party providers. This is part of your obligations under privacy laws and as a company director. Assessing these risks helps you ensure that your clients' data is safe and that you're meeting your legal obligations. This information will be important for audits and cyber security assessments.
What Do You Need to Consider?
When assessing risks, consider various factors such as contract expiration dates, the level of security provided by the third-party provider, their patching practices for software security updates, data backup procedures, obligations for breach notifications, data deletion processes, and the implications of contract changes or product support discontinuation. If your AFSL has set up these contracts and mandates their use, you are still responsible for your clients data and cannot delegate your responsibility to the third party software providers.
Questions to Ask:
When engaging with third-party software providers, ask about their security levels and adherence to security standards or frameworks such as ASCS Essential Eight, ISO27001, and compliance with Australian Privacy Principles. Inquire about their data backup practices, encryption methods, backup frequency, and testing. Understand the process for contract expiration and renewal, responsibility for security standard updates, data removal procedures, breach notification obligations, and communication channels for cyber incidents.
Proactive Approach:
Maintaining a proactive relationship with third-party software suppliers is essential. Keep their contact information secure and accessible for proactive communication, especially in the event of a cyber incident. Being proactive and informed helps you build a strong working relationship with software providers and ensures data security.
Next Steps:
Complete the Risk Assessment form for each third-party software supplier to demonstrate your assessment of the risks associated with storing your clients' personally identifiable information (PII) within their product. This step is crucial for ensuring compliance with data protection regulations and maintaining data security standards.


Sample Email Text for requesting this information from third-party vendors:


As part of our cyber security risk due diligence, we assess the third-party providers we partner with to look after our valuable staff and client data.  
To this extent, can you please look at the questions below and provide us with these details to update our current version of our Third-Party Risk Assessment for our upcoming cyber audit?
1. What security standards do you adhere to? 
2. Have you reached at least maturity level one for all of the Essential Eight cyber security strategies?
3. Back-ups - Do you do them, encrypt them, how frequently, how often do you test these back-ups, and when was your last test?
4. Do you enforce MFA for all team members when logging onto your systems that contain our data?
5. How is our data retained?
a. For how long?
b. When is it deleted?
c. What happens after we finish our working relationship?
d. How will we access our data after our working relationship? 
6. How will we know if you have suffered a cyber breach? Will you notify us? Will you notify our clients?
7. Do you have cyber insurance?
e. Does your insurance cover third parties like us if you have a cyber incident?
8. Do you have a specific cyber incident response hotline or contact information if we need to report something to you?

Thank you in advance for your prompt reply. 
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Supporting Documents:
1. AFS Licensee Guidelines (If Applicable)
2. [Business Name] ISM (Information Security Manual) – Before an incident plan
3. [Business Name] CIRP (Cyber Incident Response Plan) – During and after an incident plan
4. [Business Name] Regular Cyber Audit
[bookmark: _heading=h.advq1na2ouzp]Purpose:
Assess the third-party software supplier's security standards, contracts, and obligations. 
Before deciding to use these products to maintain our clients’ personal identifiable information (PII).
Understand the obligations of both parties and know who to contact in the event of a cyber incident.
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Risk Assessments:
[Name of Software One]
A description of what you use this third-party software for, such as; Our CRM that maintains most of our client's personal identifiable information 
	Topic 

	Supplier Details
	Internal Assessment 


	Business details such as company name, contact numbers and address of the provider 
	
	

	Security Standards or Frameworks the provider adheres to
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements

	Product provider adheres to the Australian Privacy Act Requirements including servicers domiciled within Australia
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Provider adheres to the Australian Essential Eight Cyber Security Strategies 
· Application Controls
· Patching and System Updates
· Admin Privileges
· Application Hardening
· Office Macros


	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Specific information regarding the backing up of data.
· Encrypted 
· Location
· Frequency
· Frequency of testing the backups
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Specific information around the use of multi factor authentication (MFA) and the security of log in credentials

	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Information around the retention of data.
· [bookmark: _Int_PIHPUUbo]Retention timeframes
· Deletion
· Post Agreement/contract
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Commitment and obligations for the provider to report a cyber incident 
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	How will we access our data, after our commercial relationship ends?
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Do they have a cyber liability insurance policy that covers you as a client/third party?

	TB
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Who to contact in the event of a cyber incident 
	Contact name/s and contact details
	Add to CIRP


[Name of Software Two]
A description of what you use this third-party software for, such as; Our CRM that maintains most of our client's personal identifiable information 
	Topic 
	Supplier Details
	Internal Assessment 


	Business details such as company name, contact numbers and address of the provider 
	
	

	Security Standards or Frameworks the provider adheres to
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Product provider adheres to the Australian Privacy Act Requirements including servicers domiciled within Australia
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Provider adheres to the Australian Essential Eight Cyber Security Strategies 
· Application Controls
· Patching and System Updates
· Admin Privileges
· Application Hardening
· Office Macros


	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Specific information regarding the backing up of data.
· Encrypted 
· Location
· Frequency
· Frequency of testing the backups
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Specific information around the use of multi factor authentication (MFA) and the security of log in credentials

	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Information around the retention of data.
· [bookmark: _Int_tIdC6QsV]Retention timeframes
· Deletion
· Post Agreement/contract
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Commitment and obligations for the provider to report a cyber incident 
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	How will we access our data, after our commercial relationship ends?

	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Do they have a cyber liability insurance policy that covers you as a client/third party?
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Who to contact in the event of a cyber incident 
	Contact name/s and contact details
	Add to CIRP


[Name of Software Three]
A description of what you use this third-party software for, such as; Our CRM that maintains most of our client's personal identifiable information 
	Topic 

	Supplier Details
	Internal Assessment 


	Business details such as company name, contact numbers and address of the provider 
	
	

	Security Standards or Frameworks the provider adheres to
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Product provider adheres to the Australian Privacy Act Requirements including servicers domiciled within Australia
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Provider adheres to the Australian Essential Eight Cyber Security Strategies 
· Application Controls
· Patching and System Updates
· Admin Privileges
· Application Hardening
· Office Macros


	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Specific information regarding the backing up of data.
· Encrypted 
· Location
· Frequency
· Frequency of testing the backups
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Specific information around the use of multi factor authentication (MFA) and the security of log in credentials

	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Information around the retention of data.
· [bookmark: _Int_55B1Aisu]Retention timeframes
· Deletion
· Post Agreement/contract
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Commitment and obligations for the provider to report a cyber incident 
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	How will we access our data, after our commercial relationship ends?
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Do they have a cyber liability insurance policy that covers you as a client/third party?
	
	Internally assessed to be appropriate to our requirements and internal standards

Or

Not acceptable to use based on our internal standards and requirements


	Who to contact in the event of a cyber incident 
	Contact name/s and contact details
	Add to CIRP


Copy and paste table for additional providers
