Explanatory Notes:
The IT Checklist is a comprehensive tool designed to ensure the implementation of essential security measures and practices for information technology (IT) systems. It is divided into sections, each focusing on specific aspects of IT security.
Section 1: Implement domain and email security
This section covers measures related to domain management and email security, including domain name registration and forwarding, email service configurations, and the implementation of security protocols such as SPF, DKIM, and DMARC.
Section 2: Passwords
This section emphasizes the importance of secure password management, including the use of a secure password manager and the implementation of multi-factor authentication (MFA) for services containing sensitive information.
Section 3: Software, Environment, and Essential Security Uplift
Here, the checklist addresses the installation of endpoint protection software, migration to secure cloud services (e.g., MS 365 Business Premium, G-Suite Business), and the enforcement of security measures such as multi-factor authentication and geolocation settings.
Section 4: Internet Gateway
This section focuses on auditing and securing internet gateways, including the use of strong passwords, firewalls, and intrusion detection and prevention systems (IDPS). It also recommends the use of a virtual private network (VPN) for secure external network access.
Section 5: Website Checks
The final section covers website security, including SSL certificate checks, vulnerability scans, and monitoring of website hosting. It emphasizes the importance of addressing any vulnerabilities identified by the scans and ensuring active website monitoring.
Overall, the IT Checklist serves as a comprehensive guide for businesses to assess and enhance their IT security posture, to empower you to protect your clients personal information and prepare you for you cyber security audit.




[Business Name] IT Checklist Table



	Action
	Details/Product and version etc.
	Confirmed By 
	Date

	Section 1: Implement domain and email security

	
	
	

	Gather a list of all registered domain names (active and dormant with renewal dates)
	
	
	

	Confirm domain forwarding is set up for inactive domains
	
	
	

	Create a list of each service that sends emails on behalf of the firm (e.g., MailChimp or other campaign software, any CRM, help desk, newsletter or other provider)
	
	
	

	Configure abuse & postmaster email groups to receive these emails (see action above) 
	
	
	

	Configure DNSSEC (Domain Name System Security Extensions)
	
	
	

	Confirm SPF (Sender Policy Framework) Records are set up
	
	
	

	Confirm DKIM Records are set up 
	
	
	

	Set up and confirm DMARC (Domain based Message Authentication, Reporting and Conformance) policy
(stepping up the settings over time, managing the transition of DMARC policy from report only to the rejection of unsecured email sources)
	
	
	

	Implement DMARC policy ongoing monitoring and management service
	
	
	

	Implement an email spam filtering service
	
	
	

	Ensure an Email Backup solution is in place
	
	
	

	

	Section 2: Passwords
	
	
	

	Confirm implementation of a secure SOC2 compliant password manager. (All users across all applications)
	
	
	

	Making sure all services that contain Personal Identifiable Information (PII) have Multi-Factor Authentication enabled
	
	
	

	

	Section 3: Software, Environment and Essential 8 Security Uplift
	
	
	

	Confirm an EDR/XDR/Antivirus/Malware business-grade endpoint agent is installed on all work-related devices
	
	
	

	Migrate accounts to MS 365 Business Premium (or above) or G-Suite Business (or above)
	
	
	

	Confirm all staff accounts should be and are linked to their Business Account
	
	
	

	Who holds Admin and Super Admin access to the firm's MS/G-Suite account?
	
	
	

	Confirm Microsoft 365/G-Suite has Multi-Factor Authentication enforced
	
	
	

	Confirm if Geolocation settings are set
	
	
	

	Confirm the ACSC (Australian Cyber Security Centre) Essential 8 Mitigation Strategies are set and include the maturity level
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model

	
	
	

	Confirm Application Controls & Whitelisting – Maturity Level
	
	
	

	Confirm Application Patching – Maturity Level
	
	
	

	Confirm Configuration of MS Office Macro Security – Maturity Level
	
	
	

	Confirm Multi-Factor Authentication – Maturity Level
	
	
	

	Confirm Restricted Admin Privileges – Maturity Level
	
	
	

	Confirm Operating System Patching – Maturity Level
	
	
	

	Confirm User Application Hardening – Maturity Level
	
	
	

	Confirm Backup and Testing solution in place – Maturity Level
	
	
	


	Confirm Backups are stored using an appropriate encryption method/tool
	
	
	

	

	Section 4: Internet Gateway
	
	
	

	Audit existing gateways for strong passwords and firewalls set up 
	 
	
	

	Setting up an appropriate business-grade Internet Gateway for the office (if relevant). This should feature automatic security updates and an Intrusion Detection and Prevention system.
	
	
	

	Confirm if a VPN (Virtual Private Network) or other appropriately secure method of access is used for any external network access
	
	
	

	Audit existing gateways for team members “working from home” for strong passwords and firewalls
	
	
	

	

	Section 5: Website Checks
	
	
	

	Secure SSL (Secure Sockets Layer) Certificate check
	
	
	

	Check the website for vulnerabilities. Black box script run over the websites (A free option here:)  https://www.upguard.com/webscan
	
	
	

	Request any website vulnerabilities to be fixed with the clients' web developer Check website hosting information
	
	
	

	Is the website actively hosted and monitored?
	
	
	








