Explanatory Notes
The Cyber Collectives Cyber Security Plan - Information Security Manual (ISM), ensures your business is well-prepared for cyber incidents. It establishes robust board governance, identifies specific cyber risks to your business, and how your business can implement protective measures against them. 

To enhance board governance, your business commits to adhering to regulatory guidance from ASIC, ACSC, OAIC, and other relevant bodies, and follow AFS Licensee standards where applicable. To identify cyber risks, your business will utilise the National Institute of Standards and Technology (NIST) Cyber Security Framework, focusing on identifying and protecting against cyber threats. Additionally, the Cyber Collective’s Cyber Incident Response Plan (CIRP) will prepare your business to detect, respond to, and recover from cyber incidents effectively.
As part of its governance efforts, your leadership team will foster a culture of cyber-security, maintain cyber fluency, and allocate resources to protect clients, team members, and stakeholders. It’s important to recognise that cyber threats pose significant risks to Personally Identifiable Information (PII), financial assets, and our professional reputation and valuation.
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Supporting Documents:
1. [Business Name] Cyber Security Policies 
2. AFS Licensee Guidelines (If Applicable)
3. [Business Name] IT (Information Technology) Checklist
4. [Business Name] CIRP (Cyber Incident Response Plan) – During and after an incident plan
5. [Business Name] Regular Cyber Audit
6. [Business Name] Regular Team Training and Testing Compliance Reporting

Regular Review Schedule:
This Plan will be reviewed regularly (minimum yearly) and as guidance changes and after any cyber incidences.
The business will maintain regular evidence (minimum yearly) of the compliance to this plan. An external party will be used each year to provide such evidence including the Cyber Audit.



Cyber Security Plan – ISM (Information Security Manual)
Purpose:
The purpose of this plan is to be prepared for a cyber incident in your business. This plan covers the: 
· Board Governance 
· Identifying the risks to the business
· Putting the protections in place to mitigate against the risks identified. 
Regulatory Guidance
[Business Name] will adhere to the regulatory guidance and best practice issued by the governing regulatory bodies such as:
· ASIC (Australian Securities and Investment Commission) - Cyber resilience good practices
· ACSC (Australian Cyber Security Centre) - Guidance for Essential Cyber Security Strategies
· [bookmark: _Int_MZP2VgDO]OAIC (Office of the Australian Information Commissioner) - Guidance to protect client privacy under The Privacy Act 1988
· Any other regulatory body offering guidance to financial professionals in Australia
· Follow AFS Licensee standards and guidelines (if applicable)
Plans and Frameworks
[Business Name] will use the NIST (National Institute of Standards and Technology) Cyber Security Framework to identify, protect, detect, respond, and recover to cyber incidents. Identify and protect will be covered in this plan, and detect, respond and recover will be covered in the Cyber Incident Response Plan (CIRP).
Governance
The leadership team of [Business Name], directors and managers will provide an engaged operational culture of protecting clients from cyber threats.
The directors will maintain a level of cyber fluency to demonstrate an understanding of what is in place and why.
The leadership team will provide recourses, and time required towards the policies, plans, procedures, strategies, standards, guidelines, frameworks, systems, and controls to manage cyber resilience.
The leadership team will provide resources and time required towards protecting clients, team members, and stakeholders during and after a cyber incident. 
[Business Name] identifies that cyber threats are major risks to:
· Clients' and team members Personally Identifiable Information (PII)
· Clients' loss of money 
· The professional reputation of the firm
· The business valuation
The following regulatory governance guidance from ASIC will be adhered to:
https://asic.gov.au/regulatory-resources/corporate-governance/cyber-resilience/cyber-resilience-good-practices/#strategy


Identify Risks to the Business, Clients, Staff and Stakeholders.
[Business Name] has identified the following serious risks:
Preparation, Governance and Compliance:
	Risk Title
	Risk Statement
	Risk Mitigation Plan

	Failure to adequately document and structure a business-wide cyber plan.
	If the business operates without a structured plan, then there is a risk that cyber threats to the business will be not identified in a timely manner and that the business will be insufficiently protected in the event of an attack. 

	Develop a comprehensive cyber plan that is practical, understandable and has clearly stated actions. It should clearly state the reason for the plan, what roles team members play and what actions should be taken and when. 

An approach to a business-wide distribution and communication of the plan should be agreed by key stakeholders.

	Failure to adhere to a known and accepted cybersecurity framework

	If the business develops and relies upon a cyber plan that is not aligned and based upon a national or international cyber security framework then there is a risk that this plan will be insufficient to identify and protect the business against malicious cyber activity.

	When developing the cyber plan, it is vital that sufficient time be taken to ensure the plan aligns to current cyber security guidelines.

Sound peer input and review practice should be followed including third parties where appropriate. For example, what cyber security framework(s) would be appropriate to adhere to.


	Failure to ensure consistent adoption of the cyber plan across all team members  
	If the business operates without a mutual understanding and preparedness to execute a structured cyber plan, then there is a risk that in the event of a cyber-attack the individual team members will not execute the plans’ actions appropriately and the business will be unnecessarily exposed to any cyber-attack.
	To ensure all team members are aware and understand their roles within any cyber plan it is key that it not be overly technical where not necessary, and that roles and responsibilities are clear.

Also, the method and regularity of communication of the plan is important so all team members are not only aware of the plan but, crucially, their role in it whether that be day to day or in the event of an attack being identified.

Equally important is the communication of the necessity of the plan so it is not taken lightly or with complacency by any team member.

[bookmark: _Int_I10EfTL1]Semi-frequent drills in the execution of part or all the plans would be key (similar to fire drills).

	Failure to implement and enforce policies and procedures

	If the business does not implement and maintain team member behavioural compliance with all policies and procedures, then there is a risk that the threat of a cyber-attack will become more likely to succeed.
	Reviewing and developing all business policies and procedures to be effective both in terms of adoption but also as a practical defence against cyber threats will reduce the threat to the business and increase the effectiveness of the team in the event of an attack.

	Failure to understand, accept or become complacent about the likelihood of an attack on your business
	If one or more of the team members of the business become complacent about the likelihood of an attack, then there is a risk that the cyber plan and all associated mitigants to such an attack will not be taken seriously and this could result in poor execution of the plans’ actions and unnecessarily expose the business in the event of an attack. 

This could and highly likely would increase the chances of the success of such an attack. 

Commentary

The “she’ll-be-right” or “it’s not likely to happen to me” attitude can be the greatest risk to professional firms. It only takes one team member to have this attitude to potentially develop a vulnerability in your business. 

Financial Professionals are 300 x more likely to be targeted by cyber criminals due to the nature of the data they hold (*Boston Consulting Report) 

A cyber incident is reported in Australia every 6 minutes (*ASD Report November 2023)

The assumption of all team members must be that it is not “if,” we are attacked it is “when.”

	Ongoing and non-repetitive communication to the team will be a significant mitigant to this potential risk.

This would take more than one form.

For example

Phishing training
Ongoing broader cyber training
Communicating real examples of cyber events either through webinars or other communications from sector stakeholders
Dark web breach updates

	Failure to understand the relevant cyber regulatory guidance
	If any of the key internal stakeholders of the business fail to understand the regulatory guidance relating to cyber security, then there is a risk that the actions of the individual or business could result in a breach of this guidance. This may well result in significant fines and penalties as well as a reduction in the business valuation and professional reputational damage.

	Stay up to date with and follow the guidance of the relevant regulators.
Attend regular updates and relevant workshops coving these topics. 

	Failure to provide evidence of compliance with regulatory guidance

	If the business cannot show evidence of compliance with the relevant regulatory guidance, then there is a risk that the business may be subjected to fines and penalties for compliance breach as well as a reduction in the business valuation and professional reputational damage.
	Developing a capability to report on key elements of the relevant regulatory guidance will serve to mitigate this risk. This includes policy development, distribution, and statement of understanding by team members, ongoing training including phishing and broader training subjects, annual cyber audits of the business and other cyber awareness areas.

	Failure to check and validate cyber security approach of third-party supply chain providers
	If there is a failure by the key internal stakeholders to check and validate third party providers’ adherence to relevant standards and regulatory guidance, then there is a risk that cyber-attacks of these providers could directly involve data relating to team members and clients of the business. This could be as impactful as a direct attack on the business itself with the same results.

Commentary  
Third-party risk is the likelihood that your organisation will experience an adverse event (e.g., data breach, operational disruption, reputational damage) when you choose to outsource certain services or use software built by third parties to accomplish certain tasks.

Supply chain attacks are a type of attack in which the attacker targets a third-party vendor or supplier that provides services to the firm. 

By targeting the vendor or supplier, the attacker can gain access to the financial planning business's systems and data without having to attack the business itself directly.

Professional firms who rely on third party venders to provide digital services holding clients Personal Identifiable Information (PII) such as; CRMs, email services, data portals, quoting tools, paraplanning etc. need to be aware of this potential exposure and plan accordingly. 

	All third-party supply chain providers should be able to provide evidence and assurance of their standards and guidance adherence practices. It would be ideal to maintain electronic or digital copies of these assurances for the records of the business. 

Supply chains that go via an AFSL (Australian Financial Serices Licensee) can also provide these although they may be obtained via the AFSL.

In addition, it is good practice to request assurance regarding data management including backups and backup testing, archiving and deletion where appropriate.

A risk assessment should then be conducted, after weighing up the risks and a decision can be made by the management team weather to use that third-party supplier or not. 



	Failure to allocate adequate time and resources to cyber security
	[bookmark: _Int_Vab14Bjf]If team members within the business are not allocated sufficient and appropriate time and resources to understand, plan, train and combat cyber threats then there is a risk that the business will be insufficiently prepared when a cyber-attack is executed. This could ultimately cause the exposure of the data the business holds to the point where the business could cease to operate.

Commentary

Small and micro businesses often do not have the time or resources to invest in comprehensive cybersecurity measures. 

Often roles and responsibilities of individuals are stretched across many tasks, and this can lead to not investing the time, and resources in security, training, and testing of team members. 

This can make them more vulnerable to attack.

This is a professional obligation relevant to businesses of any size that hold PII from as little as one client.
	The leadership team will provide resources and time and team culture required towards protecting clients and team members and stakeholders before, during and after a cyber incident.

	Failure to utilise/engage appropriate professionals to assist 
	[bookmark: _Int_UNeMBJWl]If the business fails to put together an appropriate team to help protect the business, defend, and recover from attacks, train the team members, and maintain the required compliance then there is a greatly increased risk that the chances of a successful cyber-attack upon the business will occur. 

Commentary

All businesses are at risk from cyber-attack regardless of the steps they take. Financial professional businesses much more than most. However, there are measures that even a one-person entity can realistically take to protect themselves and enable recovery. These steps grow with the size and capability of the business, and this should be constantly assessed as a matter of course. 

	The cyber “team” of the business should include your IT professional, your insurer, any organisation that provides training, testing, and reporting and any other relevant provider or stakeholder to the business.

These contacts should be kept listed in an asset that is accessible offline and easily obtained by all team members.
 





People:
	Risk Title
	Risk Description
	Risk Mitigation Plan

	Failure to undertake sufficient and appropriate levels of training and testing of all team members
	[bookmark: _Int_F5r3hfpK]If the business does not provide and engage in a comprehensive ongoing training program for all team members, then there is a risk that the knowledge and awareness across the business will be sporadic or insufficient to combat the ongoing cyber threat. This will increase the vulnerability of the business and likely result in a successful cyber-attack and the repercussions could significantly impact the business. 

Commentary

Training and testing, if provided at all, are often, sporadic, and reactive. This builds a culture of complacency and can also propagate the sense that “we are doing this because we have to” and “this will never happen to us.” 

[bookmark: _Int_mxSJyIyl]This can make team members more likely to fall victim to phishing scams, malware attacks, and many other forms of cybercrime.
	Planning for cybercrime in a serious manner with plans, training, awareness coaching and embedding this as part of BAU (business as usual) to defend your business, staff, and clients.

Undertake regular checks to ensure team members are completing the training, and test teams regularly for vulnerabilities. 

Commentary

It is imperative for all businesses in this sector to take the cyber threat seriously. Businesses are used to spending money on IT as it is tangible and can be viewed as improving the business and its efficiency. 

[bookmark: _Int_J2xI5Ppb]Spending time and money on staff training has historically been an afterthought for most small businesses. But cybercrime has forced a paradigm shift, and this is now as important as any other part of a business's cyber defence approach and risk mitigation. 


	Failure to train and change manage team members to operate in a safety-first culture 
	If the business and all its team members do not operate on a day-to-day basis with cyber safety as part of their thinking and behaviour, then there is a risk that the vulnerability of the business will increase and raise the likelihood of a successful cyber-attack.
	Adopt a broad multi-level approach to training, testing of all team members along with efficient communication around cyber security is key to embedding this thinking into the BAU (business as usual) of the business and significantly strengthen the cyber defence approach of the organisation and its stakeholders. 

	Failure to monitor and maintain awareness of and defence against potential insider threats
	If the business does not operate with an active and ongoing awareness that threats can come from inside the business as well as externally then there is a risk that malicious activity could harm or damage the business from this direction of attack. 

This may result in malicious financial activity or data breaches/deletions/corruptions being executed within the business systems. These events could easily be highly impactful on the business from a financial, data or reputational perspective.

Commentary

Insider threats are an attack in which an employee or contractor of the professional firm uses their access to systems and data to commit a malicious act. 

Insider threats can be particularly difficult to detect and prevent, as the attacker has legitimate access to the systems and data.
	Adopting a pro-active and ongoing awareness approach to the internal behaviours within the business such as

· Looking out for it – Be aware
· Look for negative behaviours
· User Admin rights Essential 8
· Develop and maintain a process to off board team members removing access as soon as possible
· Ensure team members to sign off on policies – making them liable if they do the wrong thing – set it up in employment contracts. 
· Track logs if needed
· Daily back-ups outside employee ability to change

Will assist in protecting the business from internal threats

	Failure to provide and enforce a secure and efficient method of data access for teams working remotely 
	If the business employs an approach of team members having access to work related data from remote locations without providing and enforcing a secure method(s) of operating, then there is a risk that insecure methods may be used to access this data resulting in this data being accessed by malicious parties. 

This malicious access could be in real-time during access, accessing the data post access if it is downloaded and stored insecurely or enabling the malicious party to access the data having successfully impersonated and authenticated as the team member using the insecure method of data access.

Commentary

The rise of remote work has made professional firms more vulnerable to cyber-attacks. 

This is because remote workers may often use personal devices and personal networks/gateways to access sensitive business data. It is also often the behaviour of team members to employ the most efficient method of access rather than the most secure.
	There are different approaches to securely accessing corporate data stores and ensuring that your team members use them. 

Working closely with your IT professional and ensuring your requirements are clear in terms of options for team members working remotely and from a corporate perspective in terms of security is an important way of protecting this aspect of your business. 

Equally so is communicating clearly and well with your team as to HOW it works, WHAT their obligations are and WHY this is in place also assists in embedding good BAU (business as usual) cyber aware behaviour across the business.

	Failure to provide training and awareness to enable team members to defend against phishing attacks


	If the business does not train all team members to be aware of and know how to identify or question phishing emails, then there is a risk that a false instruction in an email may be followed, or malware embedded in the email allowed into the business environment. 

This may result in malicious financial activity or data breaches/deletions/corruptions being executed within the business systems. These events could easily be highly impactful on the business from a financial, data or reputational perspective.

Commentary

[bookmark: _Int_jwi4RpRC]Professional firms are a very common target for phishing attacks because of the nature of the extremely sensitive client data they handle.

[bookmark: _Int_CTMyoOMi][bookmark: _Int_O5JfyJyy]Phishing attacks are becoming more and more specific and smart in terms of the email address they appear to come from, the appearance of the email content and most importantly the subject matter they purport to represent (i.e. information that appears to be highly relevant to the recipient and therefore more likely to be a genuine message). 

Ongoing awareness and keeping up to speed with these cybercrime developments is crucial as part of the defence of any business.

One of the key examples of the threat that phishing can bring is the injection of ransomware into the business systems.

Ransomware is a type of malware that encrypts a victim's data and demands a ransom payment to decrypt it. 

Professional firms are a common target for ransomware attacks because they often have access to sensitive customer data that could be used to extort money from the business.

	An ongoing and constantly maintained training program related to phishing for a business’s team members is an important aspect of the cyber defence of a professional services firm.

Make sure the business can report on this training and testing and provide evidence if needed. 

Awareness training designed to create good cyber habits, not just one-off sessions that do not find their way into daily practice. 

Commentary

Ransomware can end up as a “denial of service” attack meaning the business cannot access its own data. A solution is to:
· Plan for it in advance, have tech in place
· Have a plan CIRP and have your team trained in what to do 
· Have a position in the CIRP about if you are a business that would pay if assessed to be an ok option by the insurer or not.


	Failure to provide appropriate training and development relating to social engineering cyber threats
	If the business does not provide ongoing training and awareness relating to social engineering cyber threats, then there is a risk that the vulnerability to cyber-crime is increased for the business. This may result in financial or data loss and reputational damage to the business.

Commentary

Phishing is a common way to trick a team member to behave in a certain way but also texts, social media, phone calls and engagement “outside of the business environment” can also easily result in damage to the business.

[bookmark: _Int_ggSySkIX][bookmark: _Int_FWejrG6G]Originally, social engineering and phishing were more along the lines of send a million emails and maybe a thousand people will click on it. However, now there is much more direct targeting and researched socially engineered contact and team members could easily receive contact that appears completely genuine and is also built up over multiple contacts rather than a single message resulting in greater trust in the sender.
	Ongoing communication, training with team members, encouraging discussion and information (e.g. webinars) from external stakeholders where available (e.g. training providers) can ensure your team remain UpToDate, aware and keep their cyber defence/ safety first thinking front and foremost when engaging online.

Commentary

Encouraging team members to raise questions rather than just act when they receive contact from ANY party even internal that simply just does not look quite right. A young or new employee receiving instructions from a director or CEO is a regular example of when a question SHOULD be raised but often is not.








Technology Systems
	Risk Title
	Risk Description
	Risk Mitigation Plan

	Failure to protect and monitor potential all domain security vulnerabilities.

	[bookmark: _Int_wic2xbLI]If the business does not ensure that any and all domains registered (whether actively used or not) have sufficient protection against use by third parties, then there is a risk that emails could be sent from third parties to clients and team members purporting to come from a genuine business email. This could result in increased social engineering threats to clients and team members as they assume any instructions and links sent are genuine.
This may result in financial and/or reputational damage being suffered by the business.


Commentary

This risk and mitigations include many sub-areas such as
· Individual domain management and protection
· Configuration of services that sent email on the business’s behalf e.g. Mailchimp
· DNSSEC (Domain Name System Security Extensions)
· SPF (Sender Policy Framework)
· DKIM (Domain Key Identified Mail)
· DMARC (Domain based Message Authentication, Reporting and Conformance)
· Spam filtering

	Ensuring that all registered domains have appropriate settings configured (e.g. DKIM and DMARC) will prevent third parties successfully sending emails purporting to be from a genuine team member.

Also having sufficient spam filtering set across the business will reduce this type of vulnerability.

Commentary

This risk also relates strongly to phishing whereby the team members are aware of fake emails and what to look for.

	Failure to protect and monitor potential all email vulnerabilities.

	If the business does not ensure that all email options in and out of the business are not as secure as possible and monitored appropriately then there is a risk that fake emails could be sent to staff and clients resulting in action being taken by them in response to malicious instruction. This may result in financial and/or reputational damage being suffered by the business.

Commentary.

This behaviour should also include appropriate advice to clients regarding what to include in emails and how to treat sent emails and how to protect themselves and be aware of fake emails.

	Implementing strong email spam filtering software, training staff to be aware of strong defensive behaviours and implementing alternatives to email for sensitive data transfer will all help develop a robust defence against email vulnerabilities. 

	Failure to protect and monitor potential all website security vulnerabilities

	If the business does not maintain monitoring and reporting on the website content, there is a risk that links, and other data held on the website (or passed through on a form) could be compromised leading clients to use maliciously tampered links and other information held there. 
If this occurs the business may well suffer loss, theft, or damage to and of its data and financial and/or reputational damage to the business.
	[bookmark: _Int_7jqRAUD7]Maintaining a good relationship with a website management provider will assist greatly in reducing the threat of third parties compromising your website, its content and backend information.

Commentary.

This risk and subsequent mitigation should be analysed against the content and functionality held on your website now and into the future as it changes.

	Password compromise
	If the business does not ensure that there is an optimal option for the secure creation and use of passwords/passcodes across all team members and all applications used, then there is a risk that these applications could be accessed by third parties due to increased vulnerabilities. If this occurs the business may well suffer loss, theft, or damage to and of its data and financial and/or reputational damage to the business.
	[bookmark: _Int_yrMAWSKc]Having a dedicated password manager that is used across all applications and is leveraged by all team members will greatly reduce the risk of weak and non-unique passwords being used to access key applications.

	Level of software system and security applications employed
	If the business does not employ a level of software system and security related applications that is commensurate with the data the business holds, there is a risk that the security defences will be insufficiently robust to protect the business from cyber threats targeting that data. This will leave the business increasingly vulnerable to cyber threats potentially resulting in the loss, theft, or damage to that data. This may result in financial and/or reputational damage to the business.

Commentary

This risk is referring to the level of platform e.g. MS365 Business Basic/Standard/Premium/Enterprise and which one is appropriate. Equally Endpoint Protection/Malware etc also require an appropriate level of product offering to protect the significant data a professional firm holds. 
	[bookmark: _Int_ClYvhIuT][bookmark: _Int_S234mInd]All key software and system options will almost certainly have cheaper or free versions that the business could use. These versions are generally considered insufficient from a threat detection and prevention perspective and a business or enterprise version should be employed.

	Software and systems optimization
	If the business does not ensure that the optimal security options available within the IT environment are not in use, then there is a risk that significant vulnerabilities will exist within the defences. These vulnerabilities will increase the risk of malicious third parties successfully accessing the environment and the data held there. This could result in financial and/or reputational damage being suffered by the business.

Commentary

These optimization options include
· Cyber Security Centre’s Essential 8
· Endpoint protection (Malware/Antivirus)
· MS365 or other platform threat protection being actively used and monitored
· Geolocation settings





	[bookmark: _Int_S9Ry0THg]The business should ensure that all of their business and enterprise solutions are appropriately configured to maximise the threat detection and prevention security options available. 

	Loss or Theft of Equipment
	If the business should lose a key device, that holds data or the means to access data, and this device is not securely locked down preventing access by a third party there is a risk that this access to the device could be used by a third party to access business data. This could result in the loss, theft or damage resulting in financial and/or reputational damage to the business. 


	Ensuring all devices are equipped with lock down mechanisms that prevent anyone other than the team member accessing its contents. This could include the mandatory use of biometrics to login.

Also, should the device not be recovered or be recoverable then the ability to remotely wipe the device should also be considered. 

	External/Removable Media   
	If the business allows removable media such as a USB drive to be used without sufficient precautions, there is a risk that malware could be transferred to the laptop and executed on the device. This could result in data being lost, stolen or damaged causing financial and/or reputational damage to the business.

Commentary

An attack executed from removable media or a peripheral device (e.g., malicious code spreading onto a system from an infected USB flash drive) could result in major damage to the device and the data is either holds or accesses. 
	The business should ensure that either USB usage is not enabled on business devices or at the very least a strong scanning option is in place to ensure the USB is free from malware etc. before allowing it access. 







